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STATERENT OF wWUKR Date: 1 marcn 1982

1117LEL: TJechnoiogy torecast bor Computler Security R&U Planning

1. Uujective:

T“he opjective of this etrort is to jaentify and forecast
trends in tne computer tecnnologies w»hich mray have an etfeclt on
the provision of computer security withiln the Intelligence Community (IC).
Emphasis shoulo pe on these tecnnologies which are expected to have
significant impact on computing within the next 5 - 10 years.
These trends and the factors controlling them %11 pe used to serve as
a basis for establishing a corputer security k&b plan for the IC.

2. Scope:

This effort shall include a baseline tecnnological assessment
of the current state of the cowputer systens afja coimputer networks
technology supporting the Intelligence Community (1C). It snall further
jcentity the tecnnologies which are expected to have a significant
impact on computing witnin tne IC as projected over tne next 5 = 10 years.
Trends in tiie technologlies and 1ln tne assimilation and utilization of
these technoloyies shall pbe rorecast. The forecasts snall consider any
key security relevant issues and tactors vhich intluence these trenocs
in particular as they are applied to tne 1C. Basea on these trends and
tne forecast for tne next 5 - 1v years, the conputer security requirements
shall be hypothesized, pased on the conclusions ano observations,
specitic R&D ipitiatives ano other coaputer security efforts may be
recommenaed,

a. Some candidate trends might bces
1
: -- rate of advancerents in pertinent technical capabilities;
e.g., networking, aata managenent, distributed processing, local area
support, office automation, etc.

-- rate of assimilation of various technologies into the
1C inventory, both througn estsolishment of new systems and replacenent
o1 ennancement of exi1stingyg systeims.

-~ rate of increased utilizaticn of and dependence on
autoniated data processing and storage.

b. Somwe security-relevant issues and factors which inight influence
the selection ana assimwilation ot the available and emerging technologies
into the 1C might incluce: policy restrictions on the use of the
technology; cost of acnieving security; plannec operational requirements;
past investwents ana bacKwalo conpaticility; etc.
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3. Specific lechnicel .eqguirements:

a. Vertorm a ovaseline technological dgssessh.ent of tne current
state of tihe computer systems anu computer networxs technology
supporting tne intelligence Comiunity (I1C).

D. Identity tne technolouies which are expecteu to nave a significant
impact on computing within the 1C as projecteo over the next 5 - 10 years.

c. Pertorm trends analyses of tnhe technologies icentified and of
the assimilation and utilization of tnese technologies in the 1iC.

d. Prepare a forecast, which consicers the key security relevant
influences and drivers, ot the state of the computer technologies
utilized within the f{C over the next 5 -~ 10 years.

e. Hypothesize the computer security requirements, projected
over the next 10 years, based on this iorecsst. .

£. Recommend, as appropriate, specific R&D eana otner computer
security iniatives.,

4, Milestones:
30 Aprii 1982 (or 2 #US ADAD): . A
Draft of the caseline tecnnological assessment
DPratt Cutline of fFinal Keport
Gutline of the methous to pe applieo ror performing tne forecast

List of the technoloyies selecteoc for the forecast
List of the security relevant influences and drivers

30 June 1982 (or 4 MUs ADLAD):
Final of the baseline technological assessment
Final Gutline of lFinal Report
Draft trend analyses of selectea tecnnologies
tiid effort project status review :
31 August 1982 (or 6 4GS ADAD):
Dratt preliminary forecast
Lraft preliminsry hypothesis of counputer security reguirements
First craft of Final Report

1 October 1982 (or 8 MOS AKbLAD):

Final braft of Final Keport.
Final project status review
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é. Leliverdules:
a. ‘The various drafts anoc outlines as called for by the hilestones,
b. Final Report wnich incluces (as a8 winimum):
1) Baseline tecnnological assessient
2) Forecast netnd@s and selection criteria
3) Trends analyses and projections
4) hypotheses, conclusions ana recormencations

c.{ bimonthly project status reports includéing accomplishments,
problems, milestones/schedule, funas expenditure,

d. Briefing on tinal report to the members of the Computer

Security Subcommittee of KFIB.

-

NOTE: belivery of Finel Report due 30 aays after completion of -
the contract.
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